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This continues to be a fascinating year for online threats, malware of all types, and cybercrime in 
particular. In this quarter’s McAfee Threats Report we will discuss new findings, look at continuing 
trends, and unearth a few surprises. 

We continue to see rapid growth in malware. Web-based threats have reached new highs. Celebrity 
deaths, and news events in general, serve as lures in scams, spams, and phishing attacks. Disasters 
especially attract a large audience of potential victims. Fraudulent security products continue to scam 
unsuspecting users out of their money. Chinese pharmacy spam runs were the rage for a month or 
two. Google searches lead to more and more threats. We also observed some very interesting events 
in the world of cybercrime. One of the most surprising recent trends is the rise in pirated movie and 
software sites. 

Our researchers noticed 300 percent growth this quarter in websites that distribute pirated movies and 
software. Is this increase due to the economic downturn, or is technology at a point where it is easier to 
download feature-length movies on the day they become available in theaters? 

Spam’s Hot Summer
Spam did not take a holiday during this quarter, as email and spam volumes reached another all-time 
high, breaking the second-quarter 2009 record by 10 percent. Last quarter had set the all-time record 
for email and spam levels, but the record was short lived. Spam as a percent of total email volume also 
set a new record, reaching 92 percent during the quarter. Compared with last year’s third quarter, spam 
is up 24 percent. And July set a record for the most spam ever sent in a single month. June 2009 was 
the former record holder, but again the “honor” was short lived. 

We can hope that spam will take some time off next quarter, for the upcoming holiday period. This is 
unlikely, however, as the fourth quarter typically sets new annual highs. (This was not the case in 2008, 
however, due to the effects of the McColo ISP shutdown.)

Billions of Spam Messages per Day
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Figure 1: Global spam volumes and spam as a percentage of all mail.

Zombie Production Remains Healthy
We observed the creation of 13 million new zombies this quarter. This rate is actually slightly down (by 
about one million zombies) from last quarter, which was a record quarter. By our count nearly 40 million 
new zombies were created thus far in 2009. That’s an average of 148,000 new zombies created every 
day this year. 
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Figure 2: New zombies sending spam, by month.

United States Still No. 1 in Zombies
Zombie production in the United States fell by about one half-million from the previous quarter, but this 
was still good enough to hold onto the number one ranking by country. China remained number two 
and closed the gap, increasing production by about 300,000 zombies during this quarter. The Russians 
must have enjoyed a late summer vacation as their zombie output fell by 50 percent, and this is the 
second quarter in a row that Russia saw a significant decrease in zombie creation. Meanwhile, Germany 
saw production increase by 200,000 zombies in the quarter. 

Q3 2009 Q2 2009

Country Percent  of Total Country Percent of Total

United States 13.1 United States 15.7

China 12.2 China 9.3

Brazil 8.0 Brazil 8.2

Germany 7.3 Russia 5.6

Rep. of Korea 5.1 Germany 5.3

Italy 4.3 Italy 4.0

India 3.4 Rep. of Korea 3.8

Russia 3.0 India 3.2

United Kingdom 2.9 United Kingdom 3.0

Spain 2.6 Spain 2.6

Total 61.9 60.7

Figure 3: Top 10 countries of newly created zombie computers, by quarter. These systems are hijacked to send spam to 
millions of email addresses.
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Spam by Country: South America Makes a Strong Showing
The United States remains the undisputed champion in spam production, accounting for one out of 
every four messages sent this quarter. The total for the Top 10 countries continues to fall as botnet 
(robot network) distribution by country changes slowly. 

Seven of the Top 10 countries from last quarter remain in that group. South America plays a bigger role, 
with three new countries joining the leaders. Venezuela and Argentina make their first ever appearance, 
and Colombia returns to the Top 10. Brazil remains a healthy No. 2, giving the continent four spots on 
our list. Brazil also saw the largest increase in spam production for the quarter. 

Q3 2009 Q2 2009 Q1 2009 Q4 2008

Country
Percent 
of Total Country 

Percent 
of Total Country 

Percent 
of Total Country 

Percent 
of Total

United States 25.0 United States 25.5 United States 35.0 United States 34.3

Brazil 12.1 Brazil 9.8 Brazil 7.3 Brazil 6.5

India 5.3 Turkey 5.8 India 6.9 China 4.8

Poland 4.5 India 5.6 Rep. of Korea 4.7 India 4.2

Rep. of Korea 3.1 Poland 4.9 China 3.6 Russia 4.2

Venezuela 3.1 Rep. of Korea 4.6 Russia 3.4 Turkey 3.8

Turkey 2.9 Russia 2.4 Turkey 3.2 Rep. of Korea 3.7

Argentina 2.2 Romania 2.3 Thailand 2.1 Spain 2.4

Colombia 1.9 Spain 2.1 Romania 2.0 United 
Kingdom

2.3

Russia 1.8 Czech Rep 1.9 Poland 1.8 Colombia 2.0

Total 61.9 Total 64.9 Total 70.0 Total 68.3

Figure 4: More than 60 percent of global spam originated in just ten countries.

Spam by Subject: Graduates Not Buying Viagra?
We’re not surprised to see prescription drugs remain in the top spot for spam by subject matter. Drugs 
have led the pack as long as we have tracked spam. However, this category did drop significantly from 
last quarter’s all-time high of 60 percent of all spam. Now it’s back in its typical range.

There were some significant climbers this month. DSN (delivery service notifications) climbed up the 
ladder, accounting for one-fourth of all spam sent this month. These notices are a result of sending to 
accounts that do not exist and forging a legitimate email address. 

Also making a significant climb was diploma spam. This type of spam has not cracked the Top 10 for 
some time. Summer school must have been tougher than some expected; they found it easier to get a 
diploma from the Internet.

Weight-loss spam was not the biggest “loser” this quarter. It made its first ever appearance. We are glad 
to see fitness and health are making a comeback, though not in this context. 

“Male enhancement” spam suffered from shrinkage in the quarter. Have weight-loss pills replaced the 
promise of sexual performance? What is the world coming to? 
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Q3 2009 % Q2 2009 % Q1 2009 % Q4 2008 %

Prescription Drug 34.0 Prescription Drug 60.0 Prescription Drug 25.0 Prescription 
Drug 

37.0

DSN 25.4 Advertising Spam 16.0 Advertising Spam 21.9 Advertising 
Spam

19.3

Diploma 11.2 Male 
Enhancement

7.3 Product Replica 18.8 Male 
Enhancement

16.8

Weight Loss 5.3 DSN 6.6 Male 
Enhancement

17.5 DSN 9.5

Male 
Enhancement

3.8 Product Replica 2.0 DSN 7.1 Dating Spam 3.9

Gambling 2.3 Dating 1.2 Storm Spam 1.6 Product Replica 2.6

Storm Spam 2.2 Storm Spam 1.1 Diploma Spam 1.1 Employment 
Spam

1.7

Product Replica 1.9 Job 1.0 Software Spam 1.1 Software Spam 1.5

Dating 1.6 Debt Loan 1.0 Debt Loan 1.0 Debt Loan 1.2

Advertising/
Other

12.3 Other 3.8 Other 4.9 Other 6.5

Total 100.0 Total 100.0 Total 100.0 Total 100.0

Figure 5: Spam by subject. Prescription drug spam declined drastically from last quarter. Delivery service notifications (DSN) 
took up much of the slack.

Spam and Social Engineering
Malware authors have dusted off an old ploy. We’ve frequently seen the social engineering trick of using 
the names of prominent government agencies to lure users to download malware, but the tactic has 
been on hiatus for some time. That recently changed when a spam campaign primarily in the United 
States spoofed the Internal Revenue Service (IRS). The scam tried to trick users into believing that they 
misreported their income on a recent tax filing, and that neglecting to resolve the issue could cause the 
recipient to be liable for tax fraud. This was an attempt by cyberfraudsters to force users to react quickly 
for fear of punishment, a social engineering tactic that is frequently employed by spammers. 

Figure 6: Beware the wrath of the IRS. That’s enough to get some taxpayers to click a malicious link. 
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The email may have a subject such as “Notice of Underreported Income” and includes a link for users to 
view their most recent tax statement online. The site that users were directed to included the IRS logo at 
the top of the page to appear legitimate.

Figure 7: One “IRS” website.

Clicking the link to view your “tax statement” started the download of tax_statement.exe, which 
the site encouraged users to run. Once the file executed, the system was infected and became yet 
another computer enlisted in the campaign—sending the same emails to other potential victims. The 
malware associated with this spam tactic is the Zeus Trojan, a piece of code that attempts to steal login 
credentials to banking web sites.

This campaign is one of a growing trend of spam “bursts” that attempt to deliver as many copies as 
possible of a single message in a short time. The purpose behind burst attacks is to try to get many 
messages past spam defense mechanisms before service providers can shut down the attacks. Once the 
campaign is blocked by most major providers and the IP addresses responsible appear on the major DNS-
based blacklists, the campaign effectively ends. 

The IRS has no knowledge of your email address and will not conduct official business with you via 
email, instant messenger, or any other online medium. If you receive an email purporting to be from the 
IRS, it is a scam and should be deleted immediately.
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Figure 8: This IRS spam campaign arrived in a burst one day in early September, but immediately fell to modest, less 
effective amounts. 
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Google Reader Becomes Unwitting Spam Target
Spammers targeting free image- and document-hosting services such as Flickr, Photobucket, Google 
Docs, and Microsoft’s SkyDrive are nothing new. By hosting spam images for “Canadian” pharmacies 
and sexual enhancement products on these services, spammers can link to them in their spam to peddle 
products and make money. The latest method spammers have discovered is using shared items on 
Google Reader (Google’s web-based RSS reader) accounts. 

Figure 9: Spammers now employ shared items on Google Reader to deliver their messages. 

We’ve seen several variants of emails that spammers are sending to lure users to view shared online 
items, but the most interesting are crafted to look just like a legitimate newsletter from a trusted online 
medical source (for example, WebMD). 

Using legitimate services to host spam images has long been popular for spammers because they can 
quickly and easily bring new spam-hosting accounts online through the use of bots and APIs. The 
challenge that service providers face is that they cannot stop their users from using these services—many 
customers use them to post pictures they wish to share.



9

Report McAfee Threats Report: Third Quarter 2009

Figure 10: An example of newsletter hijacking. 

Newsletter hijacking (creating a fake newsletter that looks like the real thing) is a popular scam. It’s used 
not only to get users to purchase pharmaceutical products, Rolex watches, and low-rate mortgages, 
but also to trick people into giving up their login credentials to banks, brokerage firms, or other online 
services.

Hosting spam content through a shared Google Reader link does not appear to have the staying power 
to be effective for the long haul, but it does reemphasize something we already know: Spammers will 
latch onto any technology they can leverage to circumvent defense mechanisms; even if the method is 
only marginally effective.

Spammers Love a Good Tragedy 
Spammers, being opportunists, love to take advantage of a tragedy. The recent rash of celebrity deaths 
has provided plenty of examples. The same-day deaths of Michael Jackson and Farrah Fawcett in June, 
as well as those of Natasha Richardson and Patrick Swayze, in September, were quickly exploited by 
spammers. Within 24 hours of the news, each celebrity spam campaign emerged, chronicling “the 
last few hours” of their lives with videos on YouTube and other sites. Unfortunately, these videos were 
typically either Trojan downloaders or browser helper objects.

Another emerging tactic leverages search engines and social-media tools such as Twitter to poison 
search results by providing links to sites that deliver malware. In these instances spammers will create a 
topic or a website and artificially generate enough interest in them so that their content quickly moves 
up in popularity. The appearance of these topics near the top of search results will create more interest 
on the part of curious users, who are interested in reading more about the topic, thus justifying its 
high rankings. 

Once users start visiting these sites, a number of events, none of which is good for anyone except 
cybercriminals, can take place. For example, some results returned when users searched for information 
on Patrick Swayze’s funeral led to a “scareware” page that would told users their PCs were infected with 
multiple viruses. 
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Figure 11: Fake-alert software, also known as scareware, tries to fool users into buying rogue anti-virus programs to 
clean up “infections.”

The tactic of presenting a window to users that looks like a legitimate Windows pop-up has been used 
many times. In one example, a Windows Explorer-like screen uses geolocation to identify the country 
and city in which the user resides. This information is displayed on screen to make fearful victims believe 
that their data is under attack. Pop-ups with phrases such as “Scan procedures finished. 34 Potential 
aggressive items found!” and “Your computer remains infected by threats! They might lead to data 
loss and file structure damage, and need to be healed as soon as possible. Return to Total Security and 
download it to secure your PC” attempt to trick users into believing that the only way that they can 
protect themselves from infection is by downloading bogus security software.

Cybercriminals have clearly latched onto scareware tactics for malware distribution, as it remains a 
recurring and evolving theme. Conficker/Downadup was not the first to popularize scareware, but its 
success has inspired others to repurpose the message for their own scams.

Web Threats
While many IT professionals enjoyed their summer holidays, the attackers were busy continuing their 
money-making enterprises. Koobface continued to grow and appear in all types of new attacks. In 
addition, the rogue anti-virus business continues to see amazing growth quarter after quarter. Given the 
black-hat search-engine optimization (SEO) tactics that infect those searching for the latest malware data 
as well as the rapid rise in the rogue anti-virus business, one wonders how much fear permeates the 
security community. 

In addition, plain old malicious websites continue to thrive. Even with the cooperation of the Internet 
community to combat them, there are many opportunities for malware authors to exploit.
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Figure 12: New websites with malicious reputations, reported daily.

In Figure 12, above, we see a few significant peaks. Around July 14 we encountered massive amounts 
of URLs associated with Web 2.0 attacks. These attacks came via Twitter, emails, and social networking 
messages. Generally, the purpose of these attacks was to deliver scareware. During the month of 
August, attacks using fake federal forms made quite an impact—and their primary purpose was also 
to deliver scareware. While this attack continued throughout the month of August, we saw another 
spike at the start of September, when malware authors used “hot news items” and SEO to push more 
scareware. September ended with a spike in IRS phishing attempts that for the most part were tied to 
Zeus and to the dirty JavaScript and web pages that attempt to redirect or exploit browsers. With so 
much activity, let’s see where these servers are located.
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Figure 13: Distribution of web servers with malicious reputations.

The United States furthered its lead in hosting malicious servers. China also increased its market share. 
Apart from these two nations, the data appears to have stabilized compared with last quarter. We note 
that 21 percent of malicious websites are hosted somewhere outside of our Top 10—these include many 
island nations, from Trinidad and Tobago to Aruba and Martinique.
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Phishing Activity
Phishing continues to evolve into new forms and tactics. Late in the quarter the fake IRS notice 
of “Underreported Earnings,” associated with Zeus, was very popular. We also saw PayPal phish 
aggressively distributed via SMS as well as email that claimed “Your MailBox is over the required size. 
You will not receive or send further email messages until you contact us here.” Some of these tactics are 
very effective.
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Figure 14: New phishing sites discovered, by day. 

We saw something unexpected in the distribution of phishing websites. Romania, representing 1 percent 
of sites, entered our set of leaders. (See Figure 15, below.) Normally we see a trend in geographic 
locations in which first we find massive numbers of spam sites hosted within that country, then the 
phishing sites emerge, and finally the true malware sites develop. Romania, however, is in 25th place 
in spam yet already 13th in phishing. That suggests patterns may be changing. We need to be on the 
lookout for all threats and evolutions.
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Figure 15: Distribution of phishing websites.
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The Pirate Bay Effect
Intellectual property was in the news this quarter. In August, Swedish courts ordered a shutdown of all 
traffic to the Pirate Bay site. This bit-torrent tracker is a very popular site—highly placed in a number of 
ranking engines. There was a noticeable effect on the download industry due to this action. Much of the 
reaction was reminiscent of what happened with Napster a few years ago.

In the days prior to the shutdown anonymizers indexed and relayed the data to users who might be 
blocked. Open-source code was available to anyone who wanted to help with redistribution of the bit 
torrents. This was a true “cloud computing” effort, as the masses stepped up to make this database of 
torrents (legal, infringed, and malicious) available to others. This poses certain vital questions regarding 
risk—as the Pirate Bay database of about two million torrents is freely redistributed across the web. 
What is being done to ensure the security and safety of the torrents that are available? How easy will it 
be to employ SEO to move a mirrored site with rogue torrents to the top of the results list? 

The Pirate Bay example shows how difficult it is to “stop” data once it is on the web. Although a 
website can be shut down, anyone who has accessed the content (pictures, games, text, movies, etc.) 
may still have some and be able to redistribute it. Plus, once traffic was shut down, the site quickly 
relocated and was operational again reportedly within 24 hours. 

We can follow the growing popularity of sites that contain everything from illegal software to works 
that infringe on copyrights, pirated movies, and similar items. In fall 2008 we saw a marked increase 
in the number of sites offering illegal applications. (See Figure 16.) Any number of factors could have 
contributed, from the poor economy, increased website tools that make it easy to post and share media, 
the fall and holiday movie scene, and more. We saw a very similar increase shortly before the summer 
movies were released. But what really attracted our attention was the significant spike in such sites 
during the period that Pirate Bay was offline. Since then the count has returned to normal, but the Oscar 
contenders will be released shortly and we’re waiting to see if the pattern repeats itself.
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Figure 16: New illegal software and infringed copyright content, by number of sites. 

The security industry often warns of “dangerous celebrities”—those names that most attract curious 
users to possibly malicious sites. We also suffer from email campaigns that lead us to rogue anti-virus 
software, Canadian pharmacies, or a Flash Player that needs an update whenever a prominent news 
story appears. The day after the MTV Movie Awards showed the first “New Moon” trailer we heard of 
infected movie-poster websites for the film and other events. This trend continued when the second 
trailer of the movie was released. The trick has plagued other movies as well. Malware authors will use 
whatever tactics they can to get “customers” to their malware delivery sites.
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Cybercrime
Several events happened this quarter that may affect the future prosecution of cybercriminals. We also 
saw an interesting coupling of denial-of-service attacks with blackmail.

Last year, we learned of the TJX Companies case, which exposed 94 million credit card numbers and 
transaction details. Between July 2005 and December 2006, hackers took advantage of the company’s 
insecure wireless network to steal personal data that included 65 million Visa and 29 million MasterCard 
account numbers.

In January 2009 the Heartland Payment Systems fraud—and its 130 million compromised financial 
records obtained through an SQL injection attack—proved that this form of cybercrime attack continues.

The biggest surprise of the quarter occurred in August, when the man alleged to have masterminded 
the hacking of TJX was indicted for other crimes.

Operation “Get Rich or Die Tryin’ ”
Born in 1981 in Miami, Albert Gonzalez was first arrested in New Jersey, in 2003, on charges of ATM 
and debit card fraud. To avoid prison, he became a confidential informant for the U.S. Secret Service, 
which set up Operation Firewall. Gonzalez began double-dealing against the Shadowcrew underground 
forum, in which he was an administrator known as “CumbaJohnny.” In October 2004, 28 hackers were 
arrested in the United States, Bulgaria, Belarus, Canada, Poland, Sweden, the Netherlands, and Ukraine.1 
Nineteen were indicted. Gonzalez moved to Miami, changed his nickname, and started new illegal 
activities—becoming a leader in a criminal enterprise with operations around the world. At the same 
time, he continued to work for the Secret Service, shuttling between Florida and New York.

In September 2007, corporate officials with Dave & Busters Inc. notified the Secret Service of a network 
intrusion that targeted payment terminals at the company’s restaurants located throughout the United 
States.2 With two accomplices—Maksym Yastremskiy of Kharkov, Ukraine, and Aleksandr Suvorov of 
Sillamae, Estonia—Gonzalez was arrested and charged in May 2008 with illegally accessing computer 
systems and stealing credit and debit card numbers. They gained access to the cash register terminals via 
a packet sniffer, which captures communications on a computer network. The indictment alleges that at 
one restaurant they captured data from approximately 5,000 credit and debit cards, eventually causing 
losses of at least $600,000 to the institutions that issued the cards.

In August 2008 a second indictment was delivered by the District Court of Massachusetts.3 About a 
dozen individuals from the United States, China, and Eastern Europe were charged with exploiting the 
wireless networks of retail stores to gain unauthorized access. Those networks processed and stored credit 
and debit card transactions for major retailers including TJX. Gonzalez and his two accomplices were on 
the list. This latest criminal feat helps explain the lifestyle of Gonzalez, who named his plan “Operation 
Get Rich or Die Tryin.’ ” Prosecutors said he amassed at least $1.6 million while living in luxury hotels in 
Miami and New York.4 He threw himself a $75,000 birthday party on South Beach and once complained 
about having to count $340,000 by hand after his money-counter broke, court records show.

But the story is not finished. In August 2009, a new indictment was brought by the District Court 
of New Jersey. It accuses Gonzalez of stealing an additional 130 million credit card numbers in the 
Heartland Payment Systems data-loss incident.5 Using a SQL-injection attack to penetrate corporate 
systems, he and his coconspirators stole credit and debit card information. The attackers sent the data 
to servers they operated in California, Illinois, Latvia, the Netherlands, and Ukraine. Among the victims 
named in the indictment were Heartland Payment Systems, a New Jersey-based card payment processor; 
7-Eleven Inc., a Texas-based nationwide convenience store chain; and Hannaford Brothers Co. Inc., a 
Maine-based supermarket chain. 

1. http://www.computerworld.com/s/article/97017/Secret_Service_busts_online_organized_crime_ring
2. http://www.secretservice.gov/press/GPA10-08_CyberArrests.pdf
3. http://www.usdoj.gov/usao/ma/Press%20Office%20-%20Press%20Release%20Files/IDTheft/Gonzalez,%20Albert%20-%20Indictment%20
080508.pdf
4. http://www.miamiherald.com/news/miami-dade/v-fullstory/story/1198469.html
5. http://www.usdoj.gov/usao/nj/press/press/files/pdffiles/GonzIndictment.pdf

Figure 17: Albert Gonzalez.  
Source: Reuters

http://www.computerworld.com/s/article/97017/Secret_Service_busts_online_organized_crime_ring
http://www.secretservice.gov/press/GPA10-08_CyberArrests.pdf
http://www.usdoj.gov/usao/ma/Press%20Office%20-%20Press%20Release%20Files/IDTheft/Gonzalez,%20Albert%20-%20Indictment%20080508.pdf
http://www.usdoj.gov/usao/ma/Press%20Office%20-%20Press%20Release%20Files/IDTheft/Gonzalez,%20Albert%20-%20Indictment%20080508.pdf
http://www.miamiherald.com/news/miami-dade/v-fullstory/story/1198469.html
http://www.usdoj.gov/usao/nj/press/press/files/pdffiles/GonzIndictment.pdf
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DDoS and Blackmail

Figure 18: In a blackmail attempt this quarter, a group threatened the Australian government with a  
denial-of-service attack.

We know of many distributed denial of service (DDOS) attacks used by individuals or groups to silence 
an opposing political voice or to retaliate against government opinions or rules. Examples include 
the politically motivated attack to silence a Georgian activist6 and the threats against the Australian 
government, the latter posted on YouTube in August by the Anonymous group.7

This quarter, we’ve seen a DDOS attack used as blackmail. Interstate bookmakers in Australia were down 
at key business periods such as the Australian Football League and National Rugby League finals. Four 
sports-betting companies were identified as victims: Sportingbet Australia, Sportsbet, Sports Alive, and 
Betchoice. Accusing the Russian mafia, the Herald Sun newspaper said the shutdowns cost the Internet 
bookies millions of dollars in lost bets.8 Figure 19 shows further examples.

Date Country Details

2004 Australia Multibet, an Australian corporate bookmaker, was forced offline for 24 hours before their 
managers received an email demanding that US$20,000 be sent to a Latvian bank account.9 

October 2006 Russia Three Russians who succeeded in extorting money from online gambling websites in the 
United Kingdom have each been jailed for eight years.10 One attack attempted to blackmail 
the U.K.-Australian betting site Canbet during the Breeders’ Cup horse race. The company 
refused the demand for US$10,000 and suffered a successful DDOS attack that made servers 
inaccessible and cost a reported US$200,000 a day.

January 2007 The 
Netherlands

A Dutch court sentenced two hackers for using a botnet in 2005 to steal personal data, and 
for blackmailing online businesses by threatening to take down their websites.11 

October 2007 Korea ItemMania, ItemBay, and Item Play Forum—three companies trading gold and items from 
online virtual games—were inaccessible due to DDOS attacks.12

February 2008 Various Full Tilt Poker, Party Casino, Titan Poker, Virgin Games, CD Poker, Europa Casino, and a 
number of Russian online gambling sites including Pokerlistings.ru. were among the sites 
attacked by a web-based botnet.13

June 2008 Japan The owner of a major Tokyo firm paid around UK£15,500 (about 3,000,000 yen) after its site 
was effectively paralyzed by a concerted DDOS attack.14 

Figure 19: Recent high-profile DDOS attacks.

6. http://www.mcafee.com/us/local_content/reports/7056rpt_spam_0909.pdf (page 8)
7. http://blogs.zdnet.com/security/?p=4234
8. http://www.heraldsun.com.au/news/national/pirates-besiege-internet-betting-sites/story-e6frf7l6-1225767721393?from=news.com.au
9. http://www.silkroadstudies.org/new/inside/publications/Jane’s%20Intelligence%20Review%20-%20Article_1.pdf
10. http://news.techworld.com/security/7033/heavy-sentence-handed-to-cyber-blackmailers/
11. http://news.cnet.com/2100-7348_3-6155251.html
12. http://www.playnoevil.com/serendipity/index.php?/archives/1651-BREAKING-Korean-RMT-Sites-target-of-hacking-or-Denial-of-Service-
attacks.html
13. http://www.itu.int/ITU-D/cyb/newslog/DDoS+Danger+For+Online+Gambling+Sites.aspx
14. http://www.itproportal.com/security/news/article/2008/6/3/ddos-blackmail-rise-japan
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The people behind these attacks may have made their own botnets. But with “DDOS as a service” 
offers, any individual could create an attack.

Figure 20: Attackers and suppliers can easily meet, as these forum screen captures demonstrate.

Malware
Although the distribution pattern is changing a bit, the overall growth of malware continues its 
unabated upward trend. Let’s look at that trend from several perspectives as well as at several of the 
most prevalent types of malware we deal with daily.
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Figure 21: Growth in malware, by quarter.
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Figure 22: Growth in malware, by year.
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As you can see in Figures 21 and 22, overall malware growth increased this quarter compared with last 
as well as from a yearly perspective. We have already surpassed 2008 in total malware growth, and we 
still have three months left to the year! Remember that crime and profit drive the creation of malware. 
As long as the criminals can profit from malware and threats, we will continue to see growth.

Fraudulent security software—also called fake AV, fake alert, and rogue anti-virus—continues to plague 
both enterprises and consumers. Do not be fooled by the slick GUI or frightening reports they give. 
These are scams designed solely to trick unsuspecting users into parting with their money. One of the 
most common ways of distributing fake AV is through poisoned search engine results or seizing on 
disasters or celebrity deaths.

Figure 23: Disasters are prime fodder for fake AV designers. These images, based on the Samoas earthquake and tsunami, 
appeared in a McAfee Labs blog by researcher Patrick Comiotto.

In Figure 24, below, McAfee Labs sees continued growth in this malware vector, again due to the 
amount of money that scammers and cybercriminals make from the sale of fake AV products. There is 
no reason to believe the distribution or success of their scams will diminish any time soon.
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Figure 24: Growth in fake AV malware, by quarter.

Social networking site users continue to be a favorite target of malware writers and cybercriminals. Aside 
from stealing credentials and other information, malware such as Koobface can spread themselves via 
the victims’ friends lists, making them behave as worms.
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Figure 25: Growth in the Koobface worm, by quarter.

Although there was a slight drop in the amount of new Koobface malware during the quarter we 
caution users of social networking sites to remain vigilant and closely watch their friends lists.

Portable storage devices, whether USB drives or larger removable drives, have almost single-handedly 
given new life to parasitic malware, which has the ability to copy itself into other files using Windows 
AutoRun capability. Because they are true file infectors, parasitic malware must be fully removed and 
their effects cleaned and repaired. This is a much more complex operation than dealing with the often 
much simpler password-stealing Trojans, which can simply be deleted. Enterprises and consumers face 
many challenges with this type of malware because of the sheer volume of devices that have USB flash 
capabilities (drives, sticks, cameras, and even picture frames). 
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Figure 26: Growth in AutoRun malware.
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